Awareness about Phishing
Citi takes your financial security very seriously. Please do not provide personal or Citi
information on unfamiliar websites.

Always use the “hover” test before clicking on any link provided by any email: place your mouse
pointer on the link without clicking. A small box will appear that displays the underlying
destination to which you will be taken; if the link appeared in the email is not consistent with
the address appeared in the small box, please do NOT click the link. Do not click on embedded
hyperlinks or open attachments in emails from senders you do not know.

Citi will never send you an email asking you to provide confidential or personal security
information. If we have a security problem, we will either contact you directly or request that
you contact us.

If you suspect you have received a fraudulent phishing communication, please contact your
Security Manager and Citi Client Service person immediately.
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